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Description 

IC chip having a protective structure 

The present invention relates to a semiconductor chip 
hating a protective structure for protecting ^ agarnst a 
^function caused hy irradiation. »« b.x-9 
intended, in particular, for use in smart cards. 

function of integrated circuits in semiconductor 
Tips may he adversely affected hy electromagnetic or 
chips may irradiation may generate 

r^targe Tarr in the semiconductor material. 

15 :::: rs .-^r^ = 

^. dl ^=^ a change in 

gl ve riset ° integrated circuit. For applications 

function in the integrates f 
relevant to security, semiconductor chips are therefore 
pr vided with protective structures which, 
Ly he formed by shields on the top side of 
Shields of this type may be formed by protectee layers 

• • „ =„ electrically insulating material which is 
comprising an electrically also 
wi. t-o radiation; instead, provision may also 
TZl of "uittly patterned electrical conductors 
wnich apart from shielding, also make it possible to 
which, apart irra<aia tion. Various technical 

electronically detect xx-l. ^ mn . qina 

realizations of protective structures 
sensors are known, said sensors being used "detect 
irradiation of a semiconductor chip. Sensors of this 
^ are arranged in the vicinity of those regions of 
Z integrated circuit which are adversely 

At- has been shown that cne 
irradiation. However, it nas Dee* 

irradiation may be focused in such a manner or using 
Lsks may be directed toward particular parte of the 
Xcuit in such a manner that although functional 
I rturbances are produced, none of the 
responds. This problem arises, in particular, 
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^conductor memory elements - as, for example, in 
EE PROMS . 

* ^ nresent invention is to specify an IC 
^ object of the Present ^ which is 

5 chip having a protect! external irradiation 

sufficient -"^^^.r. gainst focused 
and, in particular, also p 

radiation. 

• H- ect is achieved by means of the IC chip having 
10 This ob 3 ect as acme ciaim g 

the features of claim 1, claim 3, claim 

Refinements emerge from the dependent claims. 

to the invention indicates 
The IC chip according to the 

• v,i -H ties regarding the manner m 
15 possibilities reg a ^^ ri huted over the 

protective structure is 

semiconductor chip in such . . a that it 

*™ means of irradiation, to trxgg 
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possible b y T s o _ 

SST* — — beln9 a££ected by 

. • ■ ^ ri^i-ectable manner, 
the irradiation xn a aetecwui 

■ wt4*--5oq which is advantageous, 

a £ ra:: i : 1 r s in p :::::«r: i r S a mi cona U c t o r „ 

v,»rt in a redundant manner, with a further 
be provided, in a r identical connection, 

el ectrical conductor or ^ with an iden ^ 

which is respectively » ^h.^o» ^ by ^ 

the semiconduct ^ ec ^ agne tic or radioactive 
is that any external el conduc tor of the 

irradiation affecting an electri doped 
integrated circuit , ^ affects th ^ ^ 

" 9i0n . s Tto 9 T" : of current 'during operation of the 
Suit T hie a flow of current may oe detected by a 
connected circuit. 
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, K .n tv is particularly advantageous in 
This possibility x- Pa a memory component, 

connection with the data line, of . ^ ^ 

The doped regions may ^ data lines form 

in particular the bit lin ^ ^ ^ any 

UrtioTllT glrat^ char e 

said charge came ques tion. External 

flow of current in the data xxne m 

«- „„ arbitrary location on the top side of 
irradiation at an arbitrary 

the IC chip may be detected in this manner. 

- nrn^ction mechanism for an IC chip 
to alternative P roteCtl °^ icular with an EE PROM, 

provided with a memory, m data „ is 

r^rou::;^ « • - 

r rd er to detect external ^^J^ are 

r-SST — ed Cel ft the purpose of ^ error 

Twro additional information is used 
correction. This addition* 

check whether the data transmitted on the data 
are corrupted. 

numbers are arranged betwee n th data An 
intended for transmitting the actual 
algorithm, in which the further data are selec 
as complementary as possible to the 
transmitted, is provided for correc trng a de fectr 

aata transmission, if "J^J"^ Unes. 

redundant bits transmitted on the further 
The check bit "F" of the number 15 «■ *» P 
£o rmed in a -adecimal number s s t Eo r a^ ^ 

i„« «no" selecting the turtner 
5 value 00 . be a rorrec tion) in this manner 

provided for the purpose of correction, 

t-he effect that external irradiation of the IC 
achieves the ettecc tn* lines 
chip changes the information carried on the 
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.!1 in the same direction. By way of example, all bits 
all rn the s .. rrespectlve o£ 

reXT:. tr ^ ■ L « transmitted. 

It emerges from the particular selection of the chec* 
or code numbers forme, ^■^ ^ Z 
changea by irraoia, J- - ^s, ^ 
exception information. The 

cases, do not ma ten cne . therefore ascertain 

correction algorithm previa will ^ SQ 

corruption of the J"^. by external 

extensive that J/Jf ^ Appropriate 

irr aaiation may £ assum ^ ^ 

counter^easures may poss^y^ ^ ^ 

chec k bits are to be tra nsmittea, it 

aeterminea manner from the aata to ^ 

is virtually no longer possible a th» 
the M chip to P-en « - ^ the 

r t h ^ aarra suitable manner together with the 

— =sr « r =| 

— T ST atV-ittrr a' pU^cir/uit 
provided with a sensor. 

) which is present ^ ^-ifipd to the 

patterned electrical conductors, to be 

** - .hat external electromagnetic or raaioa 
1 I! stir JT - -tected. The shield i. : usually 
pr esent in a topmost *I re providef /or 

5 r j£££ r; s are ~ 

usually oxide layers, 
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pas sivation or protective layer for P™ - no a t 
external stress .ay be provided on the top -d 
top most metallization plane, that J- J om the 
m etallization plane whrch rs furthest Qf 
semiconductor material of the chrp ^P elecCric ally 
this type usually likewise comprises electric 

insulating material. 

» ^ T avers above or below the topmost 
At least one of the layers ab ^ fche 

m etalli,ation Pl^ne o ,n the P^ 

P f te Ts a particular dielectric material, which, upon 
action external electroma g netic or radioactive 
irradiation, undergoes a change xn xts . relatx 
HZ tivit; to an extent which is relevant in terms of 
P This may be effected, in partxcular, by a 

^Tn^he nuler of free charge carriers present in 
Z T-erxa, The relative permittivity always change s 
in such a manner that the change can be detected y 
of circuitry, for example by determxnxng the 
range in ^e electrical capacitance between the 

eXectricaX conductors which are embedded xn saxd 

materiai or adj oin said materxai . 

' .wnf V ^ to provide a materiai between 
a further possxbxixty xs to pi uvlu 

A furtner p electrical resistance of 

r-H^ electrical conductors, the eiectix^ 
^ferial, in the event of e X t ^ ^- = 
d ecreasin 9 in -- ^r «~ - ^ 

from" either beforehand, can be detected 
' < insulateC \ m3terial or a conductive connection, a 
through thxs material or produc ed 
short circuit in the extreme case, xs even p 
between said conductors. 

of the above-described exemplary 
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• ^ protective action. In particular, a 
improvement in the protective e rred 
* a n the specified means may be preferred 
combination of all the speci irrad iation. 
in order to protect memory chips against irradiation 

4.-^ PxemDlarv embodiments of 
5 a more precise description of exemplary aDDen(ied 
the IC chips follows with reference to the appended 

^r's^ws a diagrammatic cross section through an 
IC chip having redundant conductive c onnect^s ^ 
10 Figure 2 shows a diagrammatic plan view 

component having distributed tea, . line. , ^ 
Pigure 3 shows a diagrammatic cross sect 
rr chip having connecting structures r 
dielect^c material of radiation-dependent electrical 

15 resistance. 

4. - = -F-i-r^t exemplary embodiment of an 
Picture -1 illustrates a first exempt y 
XC chip, the interna! structure of which may 
principle he arbitrary and in this case is represented 
20 Z a semiconductor body or by a substrate 1. Electrical 
conductors 2 which are indicated here by the cross 
sections of bit lines or word lines are situated on 
laid substrate. Strip-type doped regions 3 which are 
arranged parallel to said conductors 2 
25 under the latter in the semiconductor material. Mobile 
charge carriers in the material are gener ^ 
doped regions 3 by means of particular 
: rctromagletic or radioactive irradiation 
If an electric current flows in the conductors 2 the 
nt intensity is increased, in the event of 
30 current intensity charge carriers 

external irradiation, by the free cnarg 
exucJ - AA . 0 t>ii ^ increased 

occurring in the ^ J^° d a^d is ^ indication 
current intensity may be detected a _ lrcuit ls 

o£ the fact that the functioning of the circuit 
35 changed by external irradiation. 

The doped regions 3 do not need to be connected to the 
conductors in the manner illustrated in figure 1. A 
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spacing may be present between the conductors 2 and the 
4ed regions 3, it being possible for sard spacrng to 
even be bridged by an electrically insulating ^erral^ 
The doped regions 3 may also be laterally offset wrth 
respect to the conductors, with the result that, rn the 
example illustrated in figure 1, the doped regrons may 
also be arranged between the regions of the substrate 
which are provided with the conductors 2. The doped 
regions 3 do not need to be present over the entire. 
le ngth of the conductors 2. It suffices if the doped 
regions are present in a section which is possrbly 
exposed to irradiation or a plurality of sections :o 
this type and are arranged in such a manner that they 
are likewise included by the irradiation. The doped 
regions are preferably provided with separate 
electrical connections to the circuit provided, so 
that, on the one hand, it is possible to dispense wrth 
a low-resistance conductive connection to 
conductors 2 and, on the other hand, it is possible to 
detect more efficiently a current occurring rn the 
doped regions- in the event of electromagnetrc or 
radioactive irradiation. 

Figure 2 illustrates the arrangement of data lines and 
further data lines of an IC memory chip 10, The number 
of data lines and further data lines is arbitrary; xn 
particular, only one data line and/or only one further 
data line need(s) to be present. The further data lines 
are arranged in the vicinity of the data lines or are 
arranged between the data lines or interlaced 
therewith, so that it is not possible, or it is at best 
possible with considerable outlay, to change the data 
carried on the data lines (in this case: bit lxnes) 
separately from the data carried on the further data 
lines (in this case: test lines) and, separately 
therefrom, likewise to change the check bits carded on 
the further data lines so that they match the changed 
data. The strips depicted in figure 2 may, for example, 
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he the bit line, of an EEPROM. The tat lines BLO^ BL1, 
BI.2 BL3, BL4 , BL5 , BL6 ana BL7 are provided as data 
lines for transiting information. The test lines PLO, 
^ m and P.3 are arranged between the bit lines in 
su ch a manner that it is not possible, or it rs at best 
possible with considerable outlay, to change the data 
transmitted on the bit lines without also changing the 
further data on the test lines. Any change to the data 
Z external electromagnetic or radioactive ^radratron 
tLs leads to the situation where the (randomly 
changed, checx bits, checK digits or code numbers for 
data correction which have actually been . 
all ow the conclusion to be drawn of a change J the 
(randomly changed, information transmrtted on ^ the data 
Unes which is so considerable that an attempt at 
manipulation by external irradiation may be assumed and 
appropriate countermeasures may possibly be initiated. 

Figure 3 illustrates a diagrammatic cross section of a 
0 further exemplary embodiment, in which the IC chip is 
provided" on the top side with a conductor structure 
having radiation-dependent electrical resistance, 
semiconductor body or substrate 1 is shown again here 
the more precise configuration of which is 
5 arbitrary. Conductors 4 , 5 (between which a dielectric 
" material is arranged as connection 6, are present : here 
on the top side of the substrate, in particular on the 
top side of the metallization planes and 
dielectrics (arranged above the actual semiconductor 
0 body, for the electrical interconnection. In one 
Preferred refinement, said material is selected rn such 
a manner that its relative permittivity changes , i > the 
event of external electromagnetic or radioactive 
irradiation or its electrical resistance decreases in 
,5 the event of irradiation of this type. The conductors 
!5 tne evci f a patterned 

4( 5 m ay, in particular, be parts or y 

shield. 
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in the event of external irradiation, it is possible to 
detect the accompanying change in capacitance between 
the electrical conductors 4, 5 and/or an increase in 
the electrical conductivity of the connection 6 present 
between the latter. If the resistance of the material 
of the connection 6 has decreased by at least a 
particular predetermined value, it may be assumed that 
the integrated circuit is being manipulated by external 
irradiation. In this case, appropriate countermeasures 
may be initiated as required. 
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Patent Claims 

1 An IC chip having a protective structure for 
protecting against a malfunction caused by irradiation, 
in which 

there is an integrated circuit, which has at least one 
electrical conductor (2) , 

there is at least one region in which external 
electromagnetic or radioactive irradiation can give 
rise to a change in function, and 

there is a protective structure for detecting said 
change in function, 
characterized in that 

the electrical conductor (2) is supplemented by a 
further electrical conductor, which is in the form of a 
region (3), in which external electromagnetic or 
radioactive irradiation generates free charge carriers 
which give rise to a flow of current during operation 
of the circuit, and 

the protective structure detects the occurrence of this 
flow~of current. 

2. The IC chip as claimed in claim 1, in which 
the integrated circuit is part of a memory, 

there are a plurality of electrically conductive 
connections (2) which are provided as data lines and 
comprise interconnects, and 

a respective identical connection is a doped region, 
which is formed in semiconductor material and is 
arranged parallel to a respective interconnect. 

3 . An IC chip 
having a memory, 

having at least one data line (BLO, BL1, BL2, BL3 , BL4 , 
BL5, BL6, BL7) and 

having at least one further data line (PLO, PL1, PL2 , 
PL3), which is intended for transmitting further data 
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which are used to check whether the data transmitted on 
the at least one data line are corrupted, 
characterized in that 

the at least one further data line is arranged in or on 
the chip in the vicinity of the at least one data line 
or further data lines are arranged between the data 
lines or are interlaced therewith, with the result that 
external electromagnetic or radioactive irradiation of 
the data line for the purpose of changing the 
transmitted data also affects the at least one further 
data line to an extent which suffices to change the 
transmitted further data. 

4. The IC chip as claimed in claim 3, in which 

the at least one further data line is intended for 
transmitting a check digit, a check number or code 
number, which results, in an unambiguously determined 
manner, from the transmitted data. 

5. The IC chip as claimed in one of claims 2 to 4, in 
which 

the memory is an EE PROM . 

6. An IC chip 

having semiconductor material and 

having one or more metallization planes which are 
isolated from one another and/or covered by a 
dielectric, 
characterized in that 

a material, the relative permittivity of which changes 
to an extent which is relevant in terms of circuitry 
under the influence of external electromagnetic or 
radioactive irradiation, is selected as the dielectric 
at least above or below a particular metallization 
plane or within a layer formed by said metallization 
plane . 

7. The IC chip as claimed in claim 6, in which 
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the re are two metallization planes between which said 

dielectric is present and detecting a 

aT1 integrated circuit is provided to 

an integrate „ na ntance between said 

change in the electrical capacitance 

metallization planes. 

The IC chip as claimed in claim 6, in which 
• metallization" plane is patterned in parts which are 
eiectrically insulated from one another by means of 
said dielectric, and detec ting a 

an integrated circuit is between said 

change in the electrical capacitance 

parts . 

9 An IC chip , 
J • a structure of electrical conductors (4, 5) 
:;;: 9 en 1^00^*- C, comprising a material 
the electrical resistance of which decreases under the 
action of external electromagnetic or radioactive 
Irradiation, is arranged in such a manner that, in the 
case of irradiation of this type, the decrease in the 
electrical resistance of the connection is detected by 
a circuit provided for this purpose. 

10 The IC chip as claimed in claim 1 or 2 and/or as 
10 • 1 , . , = and/or as claimed in 

claimed in one of claims 3 to 5 and/ or 

one of claims 6 to 8 and/or as claimed m claim 9, 

fnr „se in a smart card or for 
which is intended for use in 

forming a chip module. 
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Abstract 

IC chip having a protective structure 

The protective structure is distributed over the 
semiconductor chip (1) in such a manner that xt xs not 
possible to trigger a malfunction in the circuxt by 
means of irradiation without the protective structure 
also being affected by the irradiation. To this end, 
redundant conductors (3) are provided or connections 
having radiation-dependent conductivity or dielectrxc 
constant are provided or the test lines of a memory are 
arranged between the bit lines. 



Figure 1 
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